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DM VPN overview

DM VPN is a technology to establish secured VPN over public IP networks such as Internet.
DM VPN operates with two types of nodes:

e HUB which represent central office or cloud service and control all VPN connections;
e SPOKE which represent branch office and establish connection to central office and (may be)
another branches.

DM VPN implements star (all traffic in VPN goes through HUB) or full mesh (traffic goes between
branches) topologies.

It is possible to prohibit spoke-to-spoke communications by firewall or advanced routing rules in star
topology. This case may be useful to meet different enterprise requirements.

| other way, mesh topology allows to unload hub channels, to reduce hub load (and hub hardware
requirements), to reduce spoke-to-spoke delay.

Spokes may have static or dynamically assigned IP address, may be behind NAT (*).

Hub must have static IP address and must not be behind NAT (). Hub may be addressed through
FQDN (Full Qualified Domain Name). In case of FQDN addressing, using of dynamically
assigned IP addresses is allowed with understanding and agreement about service
interruption when Hub address is changing. * Some types of NAT or NAT settings may
prohibit DM VPN Spoke functionality. Hub may be behind properly configured NAT with multi-
point GRE and IPSec bypassing.

Typical DM VPN application is shown below.

Hub
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DM VPN basics

DM VPN relies on three proven technologies:

1. Next Hop Resolution Protocol (NHRP): Creates a distributed (NHRP) mapping database of all the
spoke tunnels to real (public interface) addresses.

2. Multi-point GRE Tunnel Interface: Single GRE interface to support multiple GRE tunnels.

3. IPSec: Secures data through GRE tunnels.

To simplify and automate routing management, DM VPN also uses dynamic routing service like OSPF
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or BGP.

DM VPN components. NHRP.

Provides registration, resolution and redirect services.
NHRP registration:

» Spoke dynamically registers its mapping with NHS
e Supports spokes with dynamic NBMA addresses or NAT

NHRP resolutions and redirects

e Supports building dynamic spoke-to-hub and spoke-to-spoke tunnels
e Creates star or full-mesh overlay network topology

DM VPN components. Multipoint GRE tunnel

Provides single tunnel interface and NHRP source.
Single tunnel interface (multi-point)

* Non-Broadcast Multi-Access (NBMA) network
e Smaller hub configuration

e Multicast and broadcast support

e Dynamic tunnel destination

Next Hop Resolution Protocol (NHRP)

e VPN IP-to-NBMA IP address mapping
¢ Short-cut forwarding
e Direct support for dynamic addresses and NAT

DM VPN components. IPSec

DM VPN builds out a dynamic tunnel overlay network.
IPSec is triggered through “tunnel protection” and works with NHRP together:

* NHRP triggers IPsec before installing new mappings.
e IPSec notifies NHRP when encryption is ready.
e NHRP installs mappings, and sends registration if needed.

* NHRP and IPSec notify each other when a mapping or service assurance is cleared.
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Dynamic routing service such as BGP or OSPF is used to establich right routing rules to Hub and every
Spoke automatically.

Each available routing services have own advantages:

e OSPF requires less configuration.
* BGP provides less delay for overlay network reconfiguration and routing exchange.

Major features

DM VPN offers configuration reduction and no-touch deployment

Supports IP Unicast, IP Multicast, and dynamic routing protocols

Supports remote peers with dynamically assigned addresses

Supports spoke routers behind dynamic NAT and hub routers behind static NAT
Dynamic spoke-to-spoke tunnels for scaling partial- or full-mesh VPNs

Uses IPsec encryption to secure data

oUVhswWwNE

Typical use cases

Controlled corporate extra-net network

Star topology. Spoke-to-spoke communications are prohibited (or controlled) by firewall or routing
rules.

Meshed corporate network

Meshed topology. Spoke-to-spoke communications are allowed to reduce latency and hub load.

DM VPN as backup for MPLS network

Meshed topology. Spoke-to-spoke communications are allowed to reduce latency and hub load. DM
VPN is used only when primary MPLS network is down.

DM VPN implementation details and limitations

NETSHe firmware provides:
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e Simple configuration in a few steps

e Hub and Spoke functionality out of the box.

e PSK protected IPSec tunnels

e OSPF or BGP routing over the overlay network. Routing does not require any additional
configuration.

e CISCO Hub and Spoke compatibility with BGP and OSPF routing over the overlay network.

Limitations:

¢ Single or twoHub(s) in the network.

¢ One device can act as one HUB only.

e SPOKE can have no more than two configured tunnel to HUBs.

e Requires to have default-route through main WAN interface for HUB and first/single SPOKE
tunnels functionality.

¢ Another vendor Hub and Spoke compatibility with OSPF is not tested yet. (*)

* - Work is in progress.

How to configure

Typical supported topology

Current implementation supports next DM VPN topology:

1. Single HUB and single tunnel from SPOKE thorugh main (or single) WAN interface.

2. Single HUB and single tunnel from SPOKE through main WAN interface. Second WAN interface
may be used as backup link for single tunnel.

3. Two HUBs (primary and backup) with two different concurrent tunnels through single WAN
interface.

4. Two HUBs (primary and backup) with two different concurrent tunnels through main WAN
interface and second WAN interface.

This topologies will be adressed below.

Spoke configuration

Spoke can be configured in two ways:
Through setup wizard or simple web-interface

This way allow to configure SPOKE with single tunnel to single HUB in the network (topology 1) or
primary tunnel for SPOKE for topologies 2,3 and 4 (second tunnel configuration will require to access
full web-interface).

Please keep in mind that this way allows to configure cellular connection as backup or second WAN

NokymeHTaums no NETSHe - http://docs.netshe-lab.ru/



Last
update: HacTpoika_dm_vpn http://docs.netshe-lab.ru/doku.php?id=%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_dm_vpn

2020/12/17
05:40

link for topologies 2 and 4.

To configure spoke, go through setup wizard till DM VPN configuration question as shown below.

| Canbral Canter-5.0 ] Minimal webug wizard - Maaills Firsfos

=3 0 @ & 192.163.0.1

Welcome to simpliest way to configure your device!

Firat slop
Precision setup

hay be you want to setup DMVPN Spoke now?
YES. | WANT TO SETUP DMVPN SPOKE =
MEXT »

BACK TO WIZARD START =

U2 0881 1: 555 ap e piad . phptecp witand sbepdBace_dmapn

Choose ,Yes. | want to setup DM VPN spoke» option then fill DM VPN Hub address, Spoke private
address, passphrase for IPSec, AS number if you want to use BGP routing and mandatory tunnel key.

Please keep in mind that Hub address may be FQDN as show below or

R & 1921601

Welcome to simpliest way to configure your device!

Firal alep
DMVPN Spoke setup

Caonfigure DMVPN

HUA pubbc address of FOOW: * gy pn. sk asoft ret

HUE private addreas:; * 172.16.0.1
SPOHE privite eddnasa: - 173.16.1.254
Passpdanes: * Test PassPhrase
31 IBGP. Fill Zaro i this feld o wse G5PF instead of BGP: | 65000

E tunnel kay. We re T o il s r.- o vialue if wuril b us P

* Fllling of highligied felds is mandatory?

MEXT =
BACK TO WIZARD START =

L IEA 1.1 SEEA PR pliad i phiteme pwika id Abepd@ace_diapi

static IP address as shown below
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vebug wizard - Magilla Firefox

| Canbrol Cantar-5.8

L Lol & 192 164.4.

Welcome to simpliest way to configure your device!

Firal slep

DMVPN Spoke setup

Caonfigure DMVPN

HUB public address of FOON: 2.2.2.2
HUE privatn addreas; * 172.16.0.0
SPOKE priv ate wddeass: * 17306 1354
Passpbones: " Test PassPhrase

this fedd 1o wasa TGP BGPR [

* Filling af highligiod felds |s mandateony!

MEXT =
BACHK TO WIZARD START =

The
last setup will use OSPF routing (AS number is zero).

Some optional parameters can be configured here like authentication secret and hold time for NHRP,
tunnel cost, area, hello and dead time for OSPF, metric for BGP.

Complete setup wizard and reboot device. Enjoy running DM VPN spoke.

Through full web-interface

This way allows to configure SPOKE to any available topologies.

To configure DM VPN Spoke through expert web-interface, please select menu ,Services—»Access
concentrator-DM VPN» as shown below.
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| Conirod Cenber

Ly Lo & 193 164,91 195% - O =
By piern Nibwark LR Utiltias Diagnoste
g i, s g Time settings and synchronization | -+
wt!" @ o '-:__J _,_;' -—--'I Q‘ Diomain name resolfion "{\
DOHCP settings -
Pinger

Systom inormation [Briel)

e

18]

041 5E=00:00

1-01 D 18cAB {7 minules 26 seconds
ation template

RAM size | SWAP size .,
Mhj) s

CPU ikmalion

TR R 1.1 S5 R N p i pliad e phptyecpdmvpi condig var of CPUE 4

Tick ,Enable SPOKE" checkbox and fill related fields as shown below.

| Canbtral Canter-5.0 ] Sekup D WFH - Mazitls Firefox

| Control Center

Lo [ " e 1sEi121 130% L - I+ t O =
TR Hetweark 35 ¥-C Serdces Litiitias Diagnostc
aetuel - 24NN slol” %
DOFIER TR $10] EN
Erable SPOKET © [-]

HUB oo first SPOEE tunnel | Second SPOKE unne

HUB piibko address or FODN:-* hubl. drvepnnet
165.234.234. 234
HUB privass sddoss: * | :l
Doas HUB nct as ¥PH noda 7
SPORE privaie sddrens: - 109,294,294
Pagsphiasa * Tk
GAE tunngl key: " 41

Metwork 0"

GRE sorwwml MTLL: * L
MHRP natwork authesScston secret e Pl
Time inerval in sezonds when BHRF record ane valid: [

AB numbser fof IBGR. Fill 2ens b this Neld o use OSPF inslesd of BOP! [

Waight for rouvies which will Bs redistributed from this HUE or cost for routes from tha SIRCRE jfor OSPF only) Waight for rouies T
wihizh afe ebtained from HUB [Tor BOF only) =

QEFF araa ID: 0 0, B
Tima intareal in saconds beteesn HELLD massages in OEPF 40
OSPF desd imierval in seconds; L

To configure second tunnel to another HUB, please select second tab.

It should be noted! Second tunnel can be configured through the same WAN interface as primary
tunnel or through another WAN interface.

If system does not see second WAN interface, it will not offer to select source interface for second
tunnel and will use primary WAN interface automatically.

It should be noted! Configuring DM VPN SPOKE with two concurrent tunnels through two WAN
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interfaces (topology 4) with concurrent default-routes will provide non predicable result.

We offer to implement topology 4 in next manner:

e Configure primary WAN interface with default route (wire or cellular)

e Configure second WAN interface without default route (wire or cellular). Use option ‘Do not
replace exsiting default route’ when configure this interface.

¢ Configure static route to second HUB through second WAN interface.

» Configure second SPOKE tunnel to second HUB and select second WAN interface as tunnel

source.

BOCRpEIENDE, E45 O- W wm- vH@-

| Cantral Canter-5.0 ] Setup D VPN - Mazills Firsfox

| Conbrod Cenber

| - @ t 0O =

+ T @ 18121

SR Hebwark Ficiies Sardoas Utiltias Diagnoshic

POCLEPRIDD@ER

Erable SPOREY a

HUE or firs| SPOKE unnel || Socoind SPOKE tunne
Sourca msarince ior macond connachon weaanll j
HLIE pubiic addrase or FODN: 100.100.100.1)
HAUE private address: 1721800
EPOKE prisats sddieid 17206 D00 N
GRE tunned kay: 43

Network I0:

ORE wnnal MTU b

HHAP nutwork sslwnbication sechl g rld
Time interdal in seconds when NHRF record are valid o

Walght far routes which will be redistribated from this HUSLor coss for routes from this SPORE {inr OSPF cniy), Weight for roastes wiich [
arm obisined kom HUE (fer BEF coly|: e

OEPF run IO
Tiires itervial i seconds Bstwieen HELLD e sagas in DBPF

OEPF dead issarval in seconds: o

Tiek by resban servicals) altar sav i ESET

BoCEpE tREbE, 25T

[ Coatral Center-5.0] Confgers Interitacs wasnD - Mazfils Firefox

| Conbred Cenber
ra & & 191184421 N - @ P BB =
Sy Metwark Ricaifes. EareiGaE LitiNtias Diagnoshc
| . pe 4
& =0 1 4 T i
POCLEONIDUBIR
| Configure interface wwan( |
Enable inturface L]
Basw sstinga  Addlonal | Halpld informmabon  Roubis thisugh nlirfecs
Tree of connecton: * oM o
(LR
Paawwnrd
Accena poind [APN|: internet
PN codi:
Aussrantication typa: auta -_-I
Use any possible cellular sebwerk or spacified cniy: aubo j
s aksdu roaneng.
Do net replnce exisfng delault routs 7 =

Dsx ok use pesr DNG 7!
Enabln IP v oyer PFP ink 7
Switch dewice in I pasathrough moda?:
HTU: L0

Siwtic P address for inssriscs . Lsually ISP sgaigne sddrese In autamatss sanner, Laaes BLank f you ans unsuns:
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| Conbeol Ceber
= T @ Tz 168121 O Crew | - B oS O =
Syl Mabwark Rownes Sardcas Litiitiae Diagnost:

TR0 BEORIDNSER

Lga}. 1isd. 10x2. 1

Deseription: *

" Filling of highbgied Salde i mandatory

Press «Save» button. If you will tick «Restart service..» checkbox, you will be prompted to reboot
device.

Hub configuration

Hub configuration is available in full web-interface only.

To configure DM VPN Hub, select menu «Services—Access concentrator-DM VPN». Tick «Enable HUB»
checkbox and fill related fields as shown below.

| Conbrol Cenber-
e ] THL 16811 O w0 N
Syewen Hetwark R Serdous Utiltias Diagnost:

POELBEONIDNSER

Enablks HUBT &
Enabla SPOKET :
HUB pubiic address of FQOK: " | 2323
HUE privaie address: * [ 1721601 I 1& j

Dioss HUE act an VPH node 7 ]
EPOKE private scddrmaa: * I

Passphrase. © Tesl_PassPhrase

A8 marmibar for IBGE Fil Bero to tis Sald 1o use O8PF instead of BGP- I LETH
GRE tunnel key, We recommerd b 1 nen-gene valus I yes want 4 use another GRE funneis: [V
Addrans
[17z1812a
Spoke addresses flor using with BGP anly] - 172.16.1.2
[172.15.03
[17z1n1a

Tiek b resban servicalah AMAF SAVING S
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Please keep in mind that when you used BGP routing (AS number is not zero), you must specify every
SPOKE address. Of course, when you use OSPF routing (AS number is zero), you may not specify any
SPOKE addresses.

Please keep inf mind that you must specify private network netmask for HUB setup. Any SPOKE
addresses must be from network which is specified by HUB private address and netmask.

Another field which is specific for HUB setup is «Does HUB act as VPN node?». When this field is
ticked, networks behind HUB LAN interfaces will be introduced to overlay network.

Bocipecesbe, 2145

Ofiop ¥ Bab-Spayasep Flmalox - belt,
| Canbral Canter-5.0] Sekup B '8 - Magills Firekox

T @ hE 168121

Syeteen Hitwark R Serdres Utiitias Diagnost:
POCLEONREIDUGER
Enabds HUBT ]

Emable SPOHE? :

HUBE or firal SPOKE wnnal | Bacend EROKE lusna

HUE pubkc addreis o FODR: * 192, 188.25.81

HUE private sddmua: * j
24

Doas HUB aci as WPH node 7
SPOEE privaie address: "
Pawaphraam: * Tixs
ORAE wnnel key: * a2
Metwori 1D "

GRE fomemal MTLE: " LA

NHRAP nabanark suthenscsion wecret

Tirm imlerval in seconds wian RHRP record are valid: [

AL numzar o iBGE. Fil 2o o thin feld o use OSPF nateed of @GP [

‘Waight dor rowries which will b redistribuied from this HUB or cost for roades from this SPOEE ifor 5PF anly) Weight for rouies "
wihich are cbéained from HUE [for BGP only)

Q5PY area 0 00010

Timas ntarval in ssconds between HELLO sassages in EPF: Al

Why so few setup options are here?

We tried to simplify DM VPN setup process as possible:

e We announce LAN side networks to the HUB by default.

e We discover external WAN interface and WAN address automatically.

e We create and setup all parts of DM VPN automatically.

e We switch mGRE tunnel to another WAN interface and back in a backup process automatically.

Conclusion

The security has never been so affordable!
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